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World View of Contact Tracing
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Goal: efficiently and quickly detect and
interrupt infection chains
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» Goal: efficiently and quickly detect and
interrupt infection chains

 Technology: based on Google & Apple
exposure notification (GAEN)
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» Goal: efficiently and quickly detect and
interrupt infection chains

 Technology: based on Google & Apple
exposure notification (GAEN)

* Number of downloads > 20 millions
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German Corona-Warn-App ..

i CORONA
& VarN-aPP

EXPOSURE LOGGING ACTIVE

» Goal: efficiently and quickly detect and
interrupt infection chains

Low Risk
1 exposure
 Technology: based on Google & Apple D 20f 14 days actve
exposure notification (GAEN) ClS

Updated daily

* Number of downloads > 20 millions

Have you been

« Costs: 68 million Euros by the end of 2021, tested?
20 million Euro for app development




Google & Apple Exposure Notification
(Dystopia?) -




Security and Privacy Attacks on GAEN
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Security and Privacy of Decent
Cryptographic Contact

Noel Danz. Oliver Derwisch. Anja Lehmann*. Wenzel Puenter
Marvin Stolle, and Joshua Ziemann

Hasso-Plattner-Institute, University of Potsdam
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d exposure risk to COVID-19. T

the course of only a few weeks, several cryptographic protoce

phones to warn users about an increa
have been
proposed that aim to achi such contract tracing in a decentralized
wnd privacy-preserving way. Roughly, they let users’ phones exchangd
random looking pseudonyms that are derived from locally stored keys
If a user is diagnosed. her phone uploads the keys which allows othd
rs to check for any contact matches. Ultimately this line of work k
gle and Apple including a variant of these protocols into th
phones which is currently used by millions of users. Due to the oby
ous urgency, these schemes were pushed to deployment without a for
analysis of the achieved security and privacy features. In this work
address this gap and provide the first formal treatment of such ded
tralized cryptographic contact tracing. We formally define three
properties in a game-based manner: pseudonym and trace g
to guarantee the privacy of users during healthy a
and integrity ensuring that triggering
A particular focus of our work is oy

sth keys and pseudo

C y
In the l;ii'u('ti\'vnr*
to Inje

Ss of

ct (‘()le_l 1

Vin,

cenzo |,
inol, g
T8¢ Vaudenyy 2

2020, ygper "
vember 5,

19 alert pop,
e Exposure

M"\u«.m atic

1 .

Introgy, tion
Apple ang
100l to figp,
in c

o fight the s

o Prosimity g,

wour' 10 Volunteereq ¢
Uld expect 1,

fays In Switzerlap,

Of the test o
EN

ati
ion

long
ased app js

< enoygl

X i
TePort, Heoy
such e, .

1. the
1 not ¢},
VIS Provided by, g

10 alert
'S Positively ¢,

uld congey CPORIS to sy

alerteq 4,
hange pis g,
default jyy o

I
h alery j
ser is ] tities ang |,
rantipe -

all :

¢ Who hay,

on (EN

with cig}

ENor g

Peaple

up 1,

been,
et with
syste
m is b,

rin Tt
4 SPOrt even
it o

> Corrupy

her the gy,

AEN)

System g
> have h,
ted wit)y Covip, o




Security and Privacy Attacks on GAEN

Lcentre
T alized OF Dk
Trac ing

Cent
The C ontact

\udenay
Serge Vau

a0, May 6

Switzer
Lausanne

EPFL

cabl
b anoticede S
! uv\\mwr n"“‘" i
Abstract Jf cont ‘-m ,\\m\u
with 2

o o1

: L
gt

\\
10
o Nogificat
,\“,4\\\ ‘m«‘/»\“\ ale \o
JAVS \onst
n Krele®

. A
Angnst

Lion
coduC

ntro
\ cation ¥ ©

Notifics

Je chatlenge ¥
edia

posing .53 g M2
¢ Supy

alize! ed?

D Jlemma

tand

hie crypLos
putel

s

v for

v Al

cossion

yames B

aphic
hetwss

comm

unity

Security and Privacy of Decentralized
Cryptographic Contact Tracing
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Marvin Stolle, and Joshua Ziemann

Hasso-Plattner-Institute, University of Potsdam
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Real-world Attacks on GAEN

Baumgartner et al. Mind the GAP: Security & Privacy Risks of Contact Tracing Apps (2020),
TrustCom 2020 (to appear)
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How effective is CWA?

Source: Robert-Koch-Institut (RKI) and CWA via https://micb25.github.io/dka/



How effective is CWA?

« Estimated 93.062 persons have shared their
diagnosis keys through CWA (by Nov 28)
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How effective is CWA?

« Estimated 93.062 persons have shared their
diagnosis keys through CWA (by Nov 28)

« Corresponds to 10% of persons tested positive
for SARS-CoV-2 since start of the app

* No information on how many tests were
triggered by CWA

* No information on how many of these were
actually positive

Source: Robert-Koch-Institut (RKI) and CWA via https://micb25.github.io/dka/



Other problems of Corona-Warn-App

« The app does not notify (exposure status) in the background for
many users

* The majority of users on Google Play Store have negative comments
on the usability of the app

« Some infected users cannot share TEKs (Temporary Exposure Keys)

« Location setting needs to be enabled
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How the Customer
explained it

What the Project
Manager understood

How the Analyst
designed it

What the
Programmer wrote

What the Business
Consultant presented

How the Project was
documented

What Operations
installed

How the Customer
was billed

How the Solution was
supported

What theCustomer
really needed




Some other Decentralized Contact Tracing Solutions

TraceCORONA (TU Darmstadt & UC San Diego)

PACT

DP-3T-2 (EPFL and ETH)

Pronto-C2 (University of Salerno)


http://www.tracecorona.net/
https://pact.mit.edu/
https://github.com/DP-3T
https://eprint.iacr.org/2020/493.pdf

Disaster Capitalism: Properties of Tracing Apps based
on GAEN




Disaster Capitalism: Properties of Tracing Apps based
on GAEN

>~ "‘,.,::?\,\o
( .*\

b




What is Needed?

* A European solution
 An privacy-preserving infrastructure allowing feedback

 Framework for most effective solutions and not
based on lobbying
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