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German Corona-Warn-App

• Goal: efficiently and quickly detect and 

interrupt infection chains

• Technology: based on Google & Apple 

exposure notification (GAEN)

• Number of downloads > 20 millions

• Costs: 68 million Euros by the end of 2021, 

20 million Euro for app development



Google & Apple Exposure Notification 

(Dystopia?) 
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Real-world Attacks on GAEN

Baumgärtner et al. Mind the GAP: Security & Privacy Risks of Contact Tracing Apps (2020),
TrustCom 2020 (to appear) 

https://arxiv.org/abs/2006.05914
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GAEN’s shaky Security and Privacy  

Wormhole Attack Tracing Attack

Adafruit HUZZAH32 (ESP32)
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How effective is CWA?

• Estimated 93.062 persons have shared their 

diagnosis keys through CWA (by Nov 28)

• Corresponds to 10% of persons tested positive 

for SARS-CoV-2 since start of the app

• No information on how many tests were 

triggered by CWA

• No information on how many of these were 

actually positive

Source: Robert-Koch-Institut (RKI) and CWA via https://micb25.github.io/dka/



Other problems of Corona-Warn-App

• The app does not notify (exposure status) in the background for 

many users

• The majority of users on Google Play Store have negative comments 

on the usability of the app

• Some infected users cannot share TEKs (Temporary Exposure Keys) 

• Location setting needs to be enabled





Some other Decentralized Contact Tracing Solutions

• TraceCORONA (TU Darmstadt & UC San Diego)

www.tracecorona.net

• PACT 

https://pact.mit.edu/

• DP-3T-2 (EPFL and ETH)

https://github.com/DP-3T

• Pronto-C2 (University of Salerno)

https://eprint.iacr.org/2020/493.pdf

http://www.tracecorona.net/
https://pact.mit.edu/
https://github.com/DP-3T
https://eprint.iacr.org/2020/493.pdf


Disaster Capitalism: Properties of Tracing Apps based 
on GAEN



Government-industrial complex

Disproportionate costs

Suppressing innovation

Threatening sovereignty

Security & Privacy

Lack of effectiveness evaluation

Disaster Capitalism: Properties of Tracing Apps based 
on GAEN



What is Needed?

• A European solution 

• An privacy-preserving infrastructure allowing feedback 

• Framework for most effective solutions and not 

based on lobbying




